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CYBER LOSS ABSOLUTE EXCLUSION CLAUSE (IUA-09-081)

1. Notwithstanding any provision to the contrary within this contract, this contract excludes any
Cyber Loss.

2. Cyber Loss means any loss, damage, liability, expense, fines or penalties or any other amount
directly or indirectly caused by:

2.1. the use or operation of any Computer System or Computer Network;

2.2. the reduction in or loss of ability to use or operate any Computer System, Computer Network
or Data;

2.3. access to, processing, transmission, storage or use of any Data;

2.4. inability to access, process, transmit, store or use any Data;

2.5. any threat of or any hoax relating to 2.1 to 2.4 above;

2.6. any error or omission or accident in respect of any Computer System, Computer Network or
Data.

3. Computer System means any computer, hardware, software, application, process, code,
programme, information technology, communications system or electronic device owned or
operated by the Insured or any other party. This includes any similar system and any associated
input, output or data storage device or system, networking equipment or back up facility.

4. Computer Network means a group of Computer Systems and other electronic devices or network
facilities connected via a form of communications technology, including the internet, intranet and
virtual private networks (VPN), allowing the networked computing devices to exchange Data.

5. Data means information used, accessed, processed, transmitted or stored by a Computer System.

6. When this clause forms part of a reinsurance contract, Insured shall be amended to read Original
Insured.

IUA 09-081 17.05.2019
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TERRITORIAL EXCLUSION ENDORSEMENT (BELARUS RUSSIA UKRAINE)

This endorsement modifies insurance provided by the Policy:

Notwithstanding any provision to the contrary within this Policy or any endorsement thereto,
including the Coverage Territory, Policy Territory, Territorial Limits or other similar provision, the

following are excluded territories under this Policy:

* The Republic of Belarus:

* The Russian Federation as recognized by the United Nations (or their territories, including
territorial waters, or protectorates where they have legal control: legal control shall mean where

recognized by the United Nations)

* Ukraine (in accordance with the borders established as of the 1991 Declaration of Independence,

including the Crimean Peninsula and the Donetsk and Luhansk regions);

Thereinafter, referred to collectively as the “Excluded Territories”.

Regardless of: (1) any location shown on this Policy, on the Statement of Locations or Values, or

otherwise stated, (2) any newly acquired location or miscellaneous unnamed location, (3) any error
or omission by any entity, (4) any coverage extension or additional coverage, (5) any definition that
may contain one or more of the Excluded Territories, or (6) any change in sanction status, there
shall be no coverage provided in any of the Excluded Territories, nor any coverage provided as a

result of an event that occurs in any of the Excluded Territories.

The inclusion of one or more of the Excluded Territories in any other provision of this Policy does

not provide coverage for such geographic area.

Where there is any conflict between the terms of this endorsement and the terms of the Policy, the
terms of this endorsement shall apply, subject at all times to the application of any Sanctions

clause.
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